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1.
Summary
1.1
This report sets out the proposed new Corporate Policy governing the acquisition and disclosure of Communications Data. The report went to Leisure and Community Safety and Scrutiny Committee on 21 October 2008 but was deferred when Members expressed some concern as to the extent of the powers being used. This report seeks to offer further clarification so as to take the matter forward.  
2.
Details

2.1 The Council has been given powers under the Regulation of Investigatory Powers Act 2000 (RIPA) to gain access to information held by telecommunication, internet and postal Service Providers about the use of their services. These powers may be used to prevent and detect crime and prevent disorder. Applications are made by investigating staff to one of 3 members of Home Office accredited staff called Single Points of Contact (SPOCs) who can assist with applications and give advice. Each SPOC has had to pass an examination and is then given a unique number by the Home Office which is given to Service Providers for security reasons. Applications are then sent on to the Designated Person (the author of this report) for consideration, authorisation and onward submission to the Service Provider, together with a fee.  The day to day process is managed and recorded on an electronic matrix by the SPOCs and the Designated Person .The whole process is overseen by the Solicitor to the Council. 
2.2
Such information however does not extend to the content of a communication itself.  For example the Council is entitled to know from a mobile phone provide the name and address of the person with a pay as you go contract in respect of a particular number,  but the Council cannot listen in to any conversation on that mobile phone. In the case of fly posting a mobile phone number or website is often the only piece of information on a poster the Council has to base an investigation on. In other scenarios it may be one piece of evidence amongst others.
2.3
To date these powers have been used primarily in detecting those responsible for fly posting, carrying out unauthorised works to protected trees, illegal street trading and planning breaches. To date, the number of authorisations is approximately 15/20 per year. This figure likely to increase as the Benefit Fraud section currently obtains their communications data for investigations under the Social Security Fraud Act (SSFA) .However anticipated changes to legislation are expected which will mean that enquiries currently made free of charge under SSFA will be required to be made under RIPA.
2.4
Proceedings will not normally be commenced based purely on a mobile phone number .It is usual practice to trace or write to the individual and warn them and only commence proceedings in the event of a repeat offence .Even then there are safeguards built into the legal process as the Council is bound by the constraints of the Crown Code for Prosecutors against prosecution unless it is in the public interest and there is a more than realistic prospect of conviction.  Measures short of prosecution may suffice instead e.g. the giving of a warning, or Caution. 
2.5
By adhering to this proposed Policy and the Internal Procedure Note, the Council will be using its powers lawfully and cannot be held in breach of the Human Rights Act for violating Article 8 (the right to respect for private family life home and correspondence).
2.6
For information, the Council adopted a Policy on the Use of Covert Surveillance under Part 11 of RIPA in December 2003. These powers have been used extensively and successfully in numerous investigations primarily in tackling benefit fraud, statutory nuisances, planning breaches and environmental crimes e.g. fly tipping.  The Council’s Policy, procedures and authorisations have been upheld on biennial inspections by the Office of the Surveillance Commissioners.   
3.
Options/Reasons for Recommendation
3.1
The reason for recommending the new Policy is to ensure that the acquisition and disclosure of data is lawful, necessary and proportionate to the circumstances of each case. This will ensure the Council is not held to be in breach of the Human Rights Act and the evidence obtained by the use of the data records can be used to prevent and detect crime and disorder and successfully prosecute criminal offences. The Council is required by the Interception of Communications Commissioner (the Commissioner) to adopt this Policy.  
3.2
An option is not to adopt the Policy .This will effectively bar officers from getting investigations ‘off the ground’ where the communications data is the only lead. It might also weaken cases where the communications data forms a part of the evidence. This will be of particular concern with benefit fraud cases. See 2.3 above.
4.
Policy/Budget Reference and Implications
4.1
The recommendations in this report are within the Council’s agreed enforcement policies and budgets.   ASK   \* MERGEFORMAT 

 ASK   \* MERGEFORMAT 

  
5.
Financial Implications
5.1
None specific.    
6.
Legal Implications
6.1
If the Council wishes to continue using these powers of investigation it must adopt a Policy. The proposed draft Policy meets with the approval of the Commissioner and will be filed with his office if and when it is adopted.  
7.
Equal Opportunities Implications

7.1
Relevance Test

	Has a relevance test been completed for Equality Impact?


	No . 
This report highlights a legal requirement which does not involve a change in Policy or service but will ensure the Council uses its powers fairly and lawfully across the whole community.  

	Did the relevance test conclude a full impact assessment was required?
	N/A


7.2
Impact Assessment

  

None needed.
8.
Staffing Implications
8.1
Staff will need to be trained from time to time to keep up to date with RIPA.  Additionally the Council will have to ensure at all times it has sufficient Home Office accredited staff within the Single Point of Contact as they play a key role in the process. Currently this is three staff, one each from Planning Enforcement, Benefit Fraud and Environmental Health.   
9.
Environmental Implications
9.1
The use of these powers has led to evidence being gathered in investigations of fly posting, carrying out of works to protected trees, illegal street trading, and planning breaches. A number of successful prosecutions have been brought where often the only line of enquiry was a mobile phone number or web site on an advertisement. Investigations which fall short of a prosecution may nevertheless be of a deterrent effect in themselves.  
10.
Community Safety Implications
10.1
The comments in 9.1 above will apply to investigations of crime and incidents of disorder which undermine community safety, for example criminal damage, fly posting and tipping.  
11.
Customer Services Centre Implications
11.1
None specific.  
12.
Communications and Website Implications
12.1
The Policy, if adopted, should be put on the web site.  
13.
Risk Management and Health & Safety Implications

13.1 The following table gives the risks that would exist if the recommendation is rejected, together with a scored assessment of their impact and likelihood:

	Description of Risk
	Impact
	Likelihood

	1
	The Council will face an increased risk of bring found in breach of the Human Rights Act and any evidence obtained being excluded from use in proceedings. Any breaches of RIPA or the Code of Guidance have to be reported to the Commissioner and will be published in the annual return to the Prime Minister.
	III
	C


13.2
The above risks are plotted on the matrix below depending on the scored assessments of impact and likelihood, detailed definitions of which are included in the risk management strategy. The Council has determined its aversion to risk and is prepared to tolerate risks where the combination of impact and likelihood are plotted in the shaded area of the matrix.  
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14.  
Recommendation
14.1 That Executive be asked to recommend to Council the adoption of the proposed RIPA Policy on the Acquisition and Disclosure of Communications Data, subject to the comments of the Leisure and Community Safety Policy and Scrutiny Committee  .

  

  

  Report prepared by:
Sally Evans, Principal Solicitor Litigation, and the Council’s ‘Designated Person’ for the purposes of Chapter 11 of RIPA.  

Background Papers


The Regulation of Investigatory Powers Act 2000, the Home Office Guidance ‘ 

                     Acquisition and Disclosure of Communications Data Code of Practice’ dated 

                     October 2007, and the Council’s Internal Procedure note to Applicants, Single 
                     Point of Contacts and the Designated Person.  

APPENDICES / ATTACHMENTS

The proposed Policy and accompanying Internal Procedure note  
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