REGULATION OF INVESTIGATORY POWERS ACT 2000 - ACQUISITION & DISCLOSURE OF COMMUNICATIONS DATA

PROCEDURE GUIDANCE NOTE FOR APPLICANTS, SPOCS & DPS

This guidance note relates to the process for obtaining communications data from providers such as Vodaphone, O2, Virgin etc. in respect of prevention and detection of crime.  All the documents referred to in this note can be obtained from the “SPOC” shared folder. All SPOCs (Single Point of Contact) must have received accredited training and have been issued with a PIN number by the Home Office. All DPs (Designated Person) must also have received accredited training. 

Making an Application to a SPOC for Communications Data

If an applicant needs advice on the application he/she may contact a SPOC.
· When making an application, the Home Office Data Communication Group Guidance Note 2007 should be referred to. This provides clarification on all sections of the application form.

· The investigating case officer (applicant) must complete an application form detailing the background information on the case. The unique  reference number would normally be the job number/reference from the IT system used to record details of the investigation. Particular attention needs to be paid to demonstrating the following:

· Purpose for which data is required by making reference to a statutory purpose under Section 22 ie for the purpose of detecting crime or preventing disorder S22(2)(b) and the time scale within which the data is required

· Necessity which should give a short explanation of the crime including the relevant Act and also demonstrate the link between the event, the person and the communication data required
· Proportionality which should demonstrate what is expected to be achieved from the data 

· Collateral Intrusion stating whether there is likely to be any invasion to the privacy of individuals under investigation and is so state whether the intrusion is meaningful and if so why the interference is justified in the circumstances
· E-mail the completed application form to the SPOC (the Home Office Guidance states that for electronic applications no signature is required)
· Make a note in the investigation file of date application e-mailed to SPOC
Application for Communications Data received by SPOC

· SPOC to check application details including that necessity, proportionality and collateral intrusion have been addressed
· Log receipt of application on SPOC log and on Application Spreadsheet in all relevant columns up to column “date to DP”. Leave the fill colour entry on the spreadsheet as white.
· If application needs any amendments, e-mail it back to the case officer for necessary amendments. Update SPOC log and Application Spreadsheet, highlight entry and change infill colour (returned for further development) on spreadsheet as detailed in top right hand corner.
· When the application is acceptable SPOC to complete section 15 of application (assessment of accredited SPOC)
· E-mail application to DP; update SPOC log and Application Spreadsheet. Put copy of e-mail sent in “e-mails to/from DP” folder within SPOC shared folder.
Receipt of application by DP

· DP to consider application and complete section 16 of the application including the time and date.
· If approving the application, enter CSP (communications service provider) details and the unique reference number both of which are detailed in section 9 of the application. Retain a copy of the approved/rejected application for central file. Return the approved application to the SPOC and e-mail confirmation.
· If not approving the application, enter details in section 16, retain a copy for central file; return application to SPOC and confirm by e-mail amplifying on the reasons for not approving the application, if appropriate.
Receipt by SPOC of approved/rejected application from DP

· Upon receipt of application approval/rejection from DP, SPOC logs date of receipt both on SPOC log and the Application spreadsheet.
· Put e-mail from DP in “e-mails to/from DP” folder within SPOC shared folder.
· If application is rejected by DP enter date details on Application Spreadsheet and change colour infill (Application rejected) as detailed in top right hand corner.

· If application is approved by DP enter date details in relevant column of Application Spreadsheet.
Giving of Notice by DP to Communications Service Provider

· As soon as the DP authorises the and determines a S22(4) Notice should be given, the DP will complete the Notice and e-mail this to the SPOC so that the original or a copy may be kept by the SPOC. And the data provider.
· The Notice should contain the following:

· Unique reference number is the same as that on the application

· The purpose for which the data is required

· The data to be required and the timescales

· The name, officer rank or position of the DP

· The manner in which the data should be disclosed and the SPOC contact details

· The date and time the Notice is given by the DP

· The time scale within which the data is required

Sending the Notice to the Communications Service Provider 

· E-mail or fax the Notice to the Communications Service Provider (whichever is the Service Provider’s preference. If e-mail is used, copy of e-mail to be put in “e-mails to/from CSP” folder within SPOC shared folder.
· Update the SPOC log and Application Spreadsheet re date sent to CSP - change colour infill (pending results) in record on spreadsheet as detailed in top right hand corner.

· Provide hard copy of Notice to DP for central file

NB.
The Notice is only valid for a month from the date it is given. If further data is required under that Notice an applicant is advised to speak to the DP before submitting an addendum to the application. Also a DP may cancel a Notice should it no longer be necessary so applicants are asked to let the DP know if data is no longer required so appropriate action may be taken. Reporting the cancellation to the Provider may be undertaken by the DP or a SPOC acting on the DP’s behalf.
Communications Data received by SPOC from CSP
· If the data was requested to be sent by e-mail then it will appear in the “SPOC” e-mail folder which is accessible by SPOCs and DPs.
· Put a copy of the e-mail in “e-mails to/from CSP” folder within SPOC shared folder.
· Update SPOC log
· Update Applications Spreadsheet with date data was received and put any comments in the relevant column.  Highlight the entry and change colour infill (Application complete) as detailed in top right hand corner of spreadsheet.   
· E-mail data details to case officer who put in original application. Update SPOC log accordingly                
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