THREE RIVERS DISTRICT COUNCIL

Regulation of Investigatory Powers Act 2000 (RIPA)

Part 1 Chapter 11 – Access to Communications Data
Corporate Policy and procedure for the acquisition and disclosure of Communications Data
Introduction

Local authorities investigating criminal offences have powers (by virtue of the Regulation of Investigatory Powers (Communications Data) Order 2004 (“the Order”) to gain access to communications data – that is, information 

held by telecommunication or postal service providers about the use of their services by persons who are the subject of criminal investigations. 

In using such powers, officers must always have regard to the Home Office Guidance - Acquisition and Disclosure of Communications Data Code of Practice October 2007 .
The Guidance is admissible in criminal and civil proceedings and was embedded in the legislation on 1 October 2007.It provides detailed information  about the responsibilities of each party involved in accessing and disclosing communications data. It features specific guidance on 
Situations where acquiring communications data is considered necessary and proportionate

Grounds on which each relevant public authority can and can’t access communications data

When to grant Authorisations and when to issue Notices

Duration, renewal and cancellation of Authorisations and Notices

Record keeping

Data protection

Access to communications data must be authorised by a ‘Designated Person’ and obtained via the Council’s ‘Single Point of Contact’ (SPOC).  

Communications data is information held by communication service providers (e.g. telecom, internet and postal companies). The Act makes provision for 

obtaining communications data from such service providers and the disclosure to any person of such data. Communications data includes information relating to the use of a postal service or telecommunication 

system but does not include the contents of the communication itself. 
As with the Covert Surveillance under Part 11 of RIPA any such interference must be: - 
· lawful and

· necessary and 

· proportionate 

AND any such Authorisations  may only be granted if the Authorising Officer (“Designated Person”) believes that such authorisation is necessary for the prevention or detection of crime or preventing disorder . 
Detecting crime includes establishing by whom, for what purpose, by what means and generally in what circumstances any crime was committed, the gathering of evidence for use in any legal proceedings and the apprehension of the person (or persons) by whom any crime was committed.

In addition, the risk of collateral intrusion must be considered and justified.

 Categories of Communications Data 

There are three broad areas of communications data, only two of which can be accessed by this Council. They are as follows: 

1. Section 21(4)(b) Service Data – this is information held by a telecom or postal service provider about the use made of a service by a person under investigation such as:   
· Outgoing calls on a landline telephone or contract or prepay mobile phone 

· Timing and duration of service usage 

· Itemized connection records 

· Internet logon history 

· E-mails (sent) 

· Information about the connection, disconnection and reconnection of services 

· Information about the provision of conference calling, call messaging, call waiting and call barring 

· Information about the provision and use of forwarding/redirection services (postal and telecom) 
· Information about selection of preferential numbers or discount calls

· Records of postal items e.g. records of registered/recorded/special delivery postal item, records of parcel consignment/delivery/collection 
2. Section 21(4) (c) Information about Communication Service users Subscriber data”) such as: 
· Name of account holder/subscriber (also known as “reverse look ups”) 

· Installation and billing addresses 

· Method of payment/ billing arrangements 

· Collection/delivery arrangements for a PO Box (i.e. whether it is collected or delivered – not where it is collected from or delivered to) 
· Information about apparatus used by or made available to the account holder / subscriber including the manufacturer, model etc.

· Other customer information e.g. account notes, demographic information or sign up data (not passwords or personalised access information) 
Local Authorities are NOT authorised to obtain access to “traffic data” i.e. information that identifies any person, equipment, location to or from which a communication is or may be transmitted. Further, these powers do not permit access to the contents of the communication itself. 
Organisations from which local authorities may access Communications Data
All Communications data is accessed from Communication Service Providers (CSPs). These may be: 

· Telecom providers, 

mobile phone service providers, landline phone service providers or International Simple Voice Resellers 

· Internet Providers 

            ISPs, Virtual ISPs and Portals 

· Postal Providers 
The personnel involved in the acquisition of Communications Data

The Single Point of Contact ( SPOC)
Integral to the acquisition of communications data under RIPA is the Single 

Point of Contact (SPOC). All Accredited Officers within the SPOC will have attended a Home Office approved course and passed an examination at the end of the course.  Accredited Officers are granted a unique PIN reference number and added to the Home Office list of Authorising Officers. In addition, the Accredited Officer must keep abreast of the law relating to, and developments within, the communications industry. 

This system aims to provide an efficient regime, as the SPOC will ensure consistency in dealing with the postal or telecommunications operator on a regular basis, the Council will be able to regulate itself, and it will help reduce the burden on the postal and telecommunications operator. 
This policy requires that the roles of Accredited Officer and Designated Person are carried out by different individuals.
The Accredited Officers  are referred to in Appendix 1- Key Personnel. 
Responsibilities and role of the Accredited Officer 

Are as follows:-
· to assess whether access to communications data in a particular case is reasonably practical for the CSP 

· to advise investigators/applicants and the Designated Person on the practicalities of accessing different types of communications data from different Communication Service Providers (CSPs). 

· To advise investigators/applicants and the Designated Person on whether specific communications data falls under Section 21(4) (b) or 21(4) (c) of RIPA. 

· To assess any cost and resource implications for both the Council and the CSP 

· To provide a safeguard for CSPs that authorisations and notices are authentic. 

· To retain records of all applications, Authorisations and Notices 
· To retain a record of the dates on which Authorisations and Notices are started and cancelled. 

· To retain all Applications in the event that there may be a complaints Tribunal. 

· To retain a record of any errors that may have occurred in the granting of Authorisations, or issuing of notices, and provide an explanation to the Interception of Communications Commissioner. 
· To maintain and keep up to date a SPOC log sheet for applications. 

The Accredited Officer will assess the application and in particular whether the request has been made properly and whether the required communications data can reasonably be obtained together with any adverse cost or resource implications and forward a copy of the Application for consideration by the Designated Person together with the Notice / Authorisation (see below) for signature.

 The Designated Person  (DP) 
A Designated Person is someone holding a prescribed office, rank or position within a local authority and has been designated for the purposes of acquiring communications data by the Order.  

A Designated Person must be an Assistant Chief Officer, an Assistant Head of Service, a Service Manager or equivalent and must have current working knowledge of human rights principles. The Designated Person is referred to  in Appendix 1- Key Personnel  .
Responsibilities of Designated Persons 

The DP must ensure that requests for Communications Data are both necessary and proportionate prior to granting an Authorisation or giving a Notice. ie it should be not more than is required in the circumstances, should not be arbitrary and should balance the extent of the intrusion or the interference with the individual’s private life against the benefit to be achieved by the operation and the public interest.    
The DP should not be responsible for granting authorisations or giving notices in relation to investigations or operations in which they are directly involved (unless it is necessary to act urgently).

The DP has a duty to consider various issues, as follows: 

· Whether the case justifies the accessing of Communications Data under Section 22(2) (b) i.e. that it is for the prevention or detection of crime or preventing disorder. 

· Whether obtaining access to the data by the conduct authorised by the authorisation, or required of the CSP in the case of a Notice, is proportionate to what is sought to be achieved 
· Whether the circumstances of the case still justify such access in cases where there is likely to be collateral intrusion
· Whether any urgent time scale is justified. 
(Advice to assist the Designated Person with written considerations

1.    It is fundamentally important that the DP must be able to evidence the fact that they have read and considered each application and based their considerations upon the principles of necessity and proportionality. Obviously it is a matter for the individual DP to decide how to demonstrate this effectively, bearing in mind that he or she could be called upon to justify the considerations at a later date in Court or at a Tribunal hearing. It may well be appropriate in some cases to merely record the fact that the DP has read and considered the application and that he or she believes that obtaining the data in question is necessary and that obtaining the data by the conduct is proportionate to what is sought to be achieved by obtaining the data or words to that effect. This would largely depend upon the quality of the application and whether the DP is fully satisfied that the applicant has made out a strong case in all respects. 

2.    In practice the standard of applications will vary according to the knowledge and experience of the applicant and therefore the DP will often be required to make a more detailed judgement. Equally it may be that the application is quite complex or that it requests a particularly intrusive set of data in which case the DP may wish to address this specifically. The DP’s comments should be specific to the application in question For example, the grade of the application and what the AO has advised in relation to the feasibility and the conduct of retrieving data.  The DP may also be able to make a comment upon the wider strategic objective in arriving at a decision and stating that they he or she has examined the Authorisation and or Notice.  For these reasons it is recommended that the DP should tailor the comments to the individual application as this is the best means of demonstrating that it has been properly considered. )
The Senior Responsible Officer (SRO)
The SRO is responsible for 

1. ensuring the integrity of the process within the Council .

2. ensuring there is compliance with Chapter 11 of Part 1 and the Code of Practice 
3. overseeing the reporting of errors to the Interception of Communications Commissioner’s Office 
4. engaging with IOCCO Inspectors when inspections are carried out
5. where necessary oversee the implementation of post inspection action plans 
The SRO is referred to in Appendix 1 – Key Personnel.
Procedural Guidance to applicants/investigators, SPOCs and the DP on making applications for Communications data 

Communications data may be obtained by the Council giving a Notice under Section 22(4) , or by granting an Authorisation under Section 22(3). 
i.
Notice under Section 22(4) 
A Notice is where a CSP collects data on behalf of the Council. The form of Notice must include the following information: 

· A description of the data required (and whether it is Communications Data under Section 21(4) (b) or Section 21(4) (c) of the Act. 

· The purpose for which the data is required. This will always be for the prevention or detection of crime or preventing disorder. 

· The name (or designation) and office, rank or position of the Designated Person 

· The manner in which the data should be disclosed 

· A unique reference number 

· If relevant, any indication of urgency 

· A statement setting out that data is sought under the provisions of Part I, Chapter II of the Act 

· Contact details 

 The Notice must also be approved by the Designated person before it can be served on the service provider. Once this has been done, the Accredited Officer will serve the Notice on the Service Provider. When data is provided, the Accredited Officer will then feed it back to the Applicant. 
A Notice is valid for one month from when the Notice is given. It may be renewed at any time during the month it is valid, for a period of up to one month, by following the same procedure as in obtaining a fresh Notice. The renewed Notice takes effect at the point at which the Notice it is renewing, expires.
The DP should cancel the Notice as soon as it is no longer necessary or the conduct is no longer proportionate to what is sought to be achieved. The duty to cancel a Notice primarily falls on the DP who issued it, or on that person’s behalf, by the SPOC.
  ii.
Authorisation under Section 22(3) 

An Authorisation may be used by the Council when collecting or retrieving the Communications Data itself. It may only be given in these circumstances: 

· When the Postal or Telecommunications Operator is not capable of obtaining or retrieving the communications data 

· When it is believed that the investigation may be prejudiced if the Postal or Telecommunications Operator is asked to collect the data itself 

· When there is a prior agreement in place between the Council and the Postal or Telecommunications Operator as to the appropriate mechanisms for the disclosure of Communications Data 

Each Authorisation must include the following information: 

· A description of the conduct that is authorised 

· A description of the Communications Data required (identify whether it is Communications Data under Section 21(4)(b) or 21(4)(c) of the Act) 

· Identify the purpose for which the data is required. This will always be for the prevention or detection of crime or preventing disorder. 

· The name (or designation) and office, rank or position of the Designated Person 

· A unique reference number 
A Designated Person may only authorise persons working in the same local authority to engage in specific conduct to obtain communications data. This will normally be the Authority’s SPOC. They must be cancelled by the Designated Person as soon as they are no longer considered to be either necessary or proportionate.  

Authorisations are valid for one month, but can be renewed using the appropriate form for a period of up to one month.  
Urgent Requests

An application for Communications Data may only be made and approved orally, on an urgent basis, where it is necessary to obtain Communications Data in an emergency i.e. where life would be endangered or the investigation jeopardised.  Urgent oral authorisations have a duration period of 72 hours commencing from the time when the authorisation was originally granted.

All notices should refer expressly to the acquisition of data relating to a specific date or period. Where the data required is specified as “current” the relevant date taken will be the date of the Notice. For the obtaining of communications data that will be generated in the future disclosure may only be required of data obtained by the postal or telecommunications operator within this period i.e. up to one month.  For ‘historical’ Communications Data disclosure may only be required if in the possession of the postal or telecommunications operator.  The Designated Person should give particular regard to the period of time that they are requesting data for and specify the shortest period in which the objective for which the data is sought can be achieved. To do otherwise would impact on the proportionality requirements and impose an unnecessary burden on CSP’s.  

Keeping of Records
Applications, copies of notices ,records of the withdrawal and the cancellation of notices, and all incoming and outgoing e mails in connection with applications must be retained within the centrally electronically held records of the Council ( the SPOC Folder).  SPOC Folder .written or electronic form and physically attached or cross-referenced where they are associated with each other.

These records must be available for annual inspection by the Interception of Communications Commissioner.

A detailed Guidance Note on the making and processing of applications,  is attached at Appendix 2 and should be followed at all times. The Council’s electronically held SPOC folder must be kept up to date in accordance with the Guidance Note
Complaints
Complaints about improper acquisition and disclosure of communications data may be reported to the Interception of Communications Commissioner who may then refer the case to the Investigatory Powers Tribunal or they may be reported directly by an affected individual to the tribunal at:-

Investigatory Powers Tribunal 

PO Box 33220 

London, SW1H 9ZQ 

Tel: 020 7035 3711

Enquires in the first instance may be made to the SRO at:-

Solicitor to the Council 

Three Rivers District Council 

Three Rivers House

Northway

Herts 

WD3 1RL

May 2008
APPENDIX 1
KEY PERSONNEL
SENIOR RESPONSIBLE OFFICER (SRO)   - The Solicitor to the Council  (Anne Morgan)
DESIGNATED PERSON (DP) - Principal Solicitor Litigation ( Sally Evans)
ACCREDITED SPOCS      Senior Planning Enforcement Officer ( Peter Lowe) , Residential Services Manager, Environmental Health (Gloria Gillespie),  Benefit Fraud Manager ( Garry Turner)
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