EXECUTIVE COMMITTEE – 3 JULY 2006

  

  AUDIT COMMITTEE – 28 JUNE 2006  
PART   I -   

  PART DELEGATED
10a.  
AUDIT & INTERNAL CONTROL – 


RISK MANAGEMENT STRATEGY  

(DCR  )

1.
Summary
1.1
  The report recommends to the Council that the Executive Committee updates the Risk Management Strategy

2.
Details

2.1
This report was included in the Committee’s agenda for 27 April 2006, but lack of time prevented its consideration. The item is reproduced in full below, with the exception that, in consultation with the Chairman, and in order to prepare the officer training required to implement the changes to the Strategy:-


a)
£1m is proposed as a catastrophic financial loss, and,


b)
the names of probability levels have been amended. 

2.2
Risk Management is an executive function. The Executive Committee’s role is to approve the risk management strategy, including determining the Council’s appetite for risk and for its review at least annually.

2.3
The Audit Committee has the function to:-


“Consider the effectiveness of the authority’s risk management arrangements, the control environment and associated anti fraud and anti corruption arrangements. Seek assurances that action is being taken on risk related issues identified by auditors and inspectors.”  
2.4
At its meeting on 6 February 2006, the Executive Committee identified six key strategic risks and ten financial and budgetary risks. That Committee was told that:- 

“a)
The Council’s risk management strategy was last reviewed in May 2005 (Minute EX04/05 refers) since when risks have been managed as part of the service planning process. Service heads have identified the barriers (risks) that might prevent them achieving both the outputs included in the strategic plan and their operational objectives. Additionally risks have been detailed in committee reports and project initiation documents. All risks have been included in the appropriate service plan’s risk register. 

b)
A number of issues need to be addressed:-

· 
Strategic risks should be more clearly distinguished from operational risks. The management of strategic risks should be regularly and closely monitored by members. The management of operational risks could be delegated to service heads and reported to members less frequently.

· 
Risk Management Implications in reports should seek the agreement of members as to whether a risk identified with the decision being made is ‘strategic’ or ‘operational’, and managed accordingly.

· 
The criteria for assessing the impact and likelihood of risks occurring should be reviewed, e.g. raising the definition of a catastrophic financial loss above the current £50,000 threshold and re-considering whether an almost impossible event could really occur once in every twenty occasions.

· 
Risks associated with partnerships need to be considered.

· 
Risk registers and treatment plans need to be systematically updated and risk management fully embedded.

· 
These matters will be considered in April by the Audit Committee whose terms of reference include the effectiveness of the authority’s risk management arrangements.

c)
In the meantime, strategic risks have been identified using t  he current risk management strategy, with the exception that the financial levels for assessing the impact should a risk come into being, has been raised by a factor of ten. This means a catastrophic loss would be £500,000 which needs to be seen in the light of the prudent minimum balances discussed at agenda item 8 (Executive Committee – 6 February 2006). 

d)
The strategic risks will still be included and managed through the service plans.” 

2.5
Accordingly this report is presented to consider the effectiveness of the risk management arrangements and to recommend to the Executive Committee that it adopt certain changes to the Risk Management Strategy. 

2.6
As a part of their ‘Use of Resources’ assessment, the external auditor asks “how well does the council’s internal control environment enable it to manage its significant business risks?”. The Council scored Level 2 (out of 4) in its recent assessment for this section. There are a number of criteria that determine which level an authority scores. These have been updated in a consultation paper issued by the Audit Commission in February 2006. The stricter criteria expected to apply to the Council’s next assessment are attached at Appendix 1. Criteria printed in bold and marked with an asterisk are ‘must haves’.  

2.7
In the light of these matters, an amended risk management strategy  is attached at Appendix 2. The key changes (which have been “tracked”) are:-

· The sources of risk and how risk is identified is more clearly spelled out in the risk management process

· Strategic and Operational risks are separately identified for management by members

· The definition of a catastrophic financial loss is now an amount greater than £500,000, almost certain events will occur in 99% or more cases, and almost impossible events will occur in less than 2% of cases.

· The risk matrix reverts to a black (or at least grey) and white version from the red-amber-green version in the current strategy. This will not only to make it easier to read, but allow the issue of when a risk is likely to come into effect (i.e. the timing issue raised by members) to be dealt with in the treatment plan. 

· Risks in respect of partnerships are to be dealt with by the officers’ risk management group

· Risk Registers are included in the strategy (they formerly existed but were not referred to specifically)

· The Strategy more clearly defines the roles of the Executive Committee and Audit Committee

· Annexes to the Strategy refer to risk assessments in project initiation documents and committee reports

2.8
The following actions are required if the Council is to improve its Use of Resources Assessment:-


Level 3:

· Risks in respect of partnerships need to be identified and managed

· Further training for members and officers is required to ensure risk management is embedded


Level 4:

· Risk management’s links to performance management need to be strengthened.

· The Council considers positive risks (opportunities).


The actions to achieve Level 3 are recognised in the ‘Statement on Internal Control’, elsewhere on this agenda. Assurances have been validated that all other matters in the Strategy have been implemented.

3.
Options/Reasons for Recommendation
3.1
  To update the Council’s Risk Management Strategy.

4.
Policy/Budget Implications
4.1
The recommendations in this report are within the Council’s agreed policy and budgets.  
5.  
Financial, Legal, Equal Opportunities, Environmental, Community Safety, Customer Services Centre, and Website Implications
  5.1
None specific.

6.
Staffing Implications

6.1
The Strategy identifies the roles and responsibilities of staff in delivering it. Members may recall that the budget includes £15,000 p.a. to supplement the work of the ‘risk champion’, senior managers, section heads and the officers’ risk management group. Discussions with the county council have failed to result in joint working and talks are now taking place with officers at Hertsmere B.C. Without this assistance progress will be slower than desired. 

7.
Risk Management Implications
7.1
Contained in this report.

8.  
Recommendation
8.1
That the Audit Committee notes the effectiveness and deficiencies of the risk management arrangements


To Council:-

8.2
That the Executive Committee be recommended to adopt the Risk Management Strategy as revised at Appendix 1 to this report.

8.3
That appropriate training be provided to members and officers concerning risk management awareness.   


Background Papers


  None


Report prepared by:
David Gardner – Director of Corporate Resources  
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APPENDIX 1

4. INTERNAL CONTROL

How well does the council’s internal control environment enable it to manage its significant business risks?

Key line of enquiry

4.1 The council manages its significant business risks

Audit Focus

Evidence that:

· the council has a risk management process in place

· the risk management system covers partnership working

Criteria for Judgement

Level 2
Level 3
Level 4

* The council has adopted a risk management strategy/policy that has been approved by members.

* The risk management strategy/policy requires the council to:

· identify corporate and operational risks

· assess the risks for likelihood and impact

· identify mitigating controls

· allocate responsibility for the mitigating controls.

* The council maintains and reviews a register of its corporate business risks linking them to strategic business objectives and assigning ownership for each risk.

* There is a member committee with specific responsibility included in its terms of reference to consider corporate risk management. 

* Reports to support strategic policy decisions, and project initiation documents, include a risk assessment.
* The risk management process is reviewed and updated at least annually.

* The risk management process specifically identifies risks in relation to partnerships and provides for assurances to be obtained about the management of those risks.

* All appropriate staff have been are given appropriate relevant training and guidance to enable them to take responsibility for managing risk within their own working environment. (now bold)

* The members with specific responsibility for risk management have received risk management awareness training.

* The member committee with responsibility for risk management receives reports at least quarterly  on a regular basis and takes appropriate action to ensure that corporate business risks are being actively managed, including reporting to full council at least annually as appropriate.
A senior officer and member jointly champion and take overall responsibility for embedding risk management throughout the council.

The council can demonstrate that it has embedded risk management in its corporate business processes, including: 

· strategic planning

· financial planning 

· policy making and review

· performance management

All members have received risk management awareness training. 

The council considers positive risks (opportunities) as well as negative risks (threats).



  

APPENDIX 2
RISK MANAGEMENT STRATEGY STATEMENT

1 Objectives

1.1 The Council will ensure that risk identification, assessment and treatment is a routine part of decision-making, in much the same way that consideration is given to budget availability or staffing resource.
1.2 The objectives of this risk management strategy are to:-

· maximise the opportunity for the Council to achieve its objectives

· raise awareness of risk management

· embed risk management into the culture and existing processes of the Council

· minimise and manage risk and maximise opportunity

· underpin corporate governance

· provide a safer environment for all

· make use of risk management as an operational tool to assist all in meeting new demands and challenges

· ensure continuity of service

· protect the public image of the Council

· provide a framework, procedures and guidance to enable everyone to manage risk in the best way.

1.3 Risk management should not stifle initiative or cause inefficiency and lack of economy by operating unnecessary or excessive controls.

2 Definition

2.1 The Audit Commission’s management paper “Worth the Risk” defines risk as

“the threat that an event or action will adversely affect an organisation’s ability to achieve its objectives and to successfully execute its strategies.  Risk management is the process by which risks are identified, evaluated and controlled.  It is a key element of the framework of governance together with community focus, structures and processes, standards of conduct and service delivery arrangements.”

2.2 “Risk Management protects and adds value to the organisation and its stakeholders through supporting the organisation’s objectives by;

· providing a framework for an organisation that enables future activity to take place in a consistent and controlled manner

· improving decision making, planning and prioritisation by comprehensive and structured understanding of business activity, volatility and project opportunity/threat

· contributing to more efficient use/allocation of capital and resources within the organisation

· reducing volatility in the non-essential areas of the business

· protecting and enhancing assets and company image

· developing and supporting people and the organisation’s knowledge base

· optimising operational efficiency.”


(Source: “A Risk Management Standard”, AIRMIC (Association of Insurance and Risk Managers), IRM (Institute of Risk Management) and ALARM (Association of Local Authority Risk Managers))

3 Making the Strategy Work

3.1 The Council will achieve the aims and objectives of this strategy by:

· Providing training on risk management

· Sharing information via an inter-departmental Risk Management Group

· Identifying and assessing on an ongoing and timely basis the risks to which it is exposed

· Implementing the most appropriate economic measures to avoid, minimise and effectively manage those risks

4 Process

4.1 To ensure risk management is ‘embedded’ in the Council’s processes all risks are included in service plans.   

4.2
The process for risk identification, assessment and  treatment is attached at Appendix 1. 
5 Roles and Responsibilities

5.1 This strategy requires all elected Members and employees to take responsibility for the identification, control, reduction, and as far as possible, elimination of risk in all aspects of their activities.

Members

5.2
Generally


Members will need to have regard to any implications for risk management in the decision-making process and in their actions and have particular regard to ethics and probity issues. They will need to be involved in determining risks and the Council’s response to them.
5.2 

5.3
The Executive Committee


The Executive Committee’s role is to approve the risk management strategy, including determining the Council’s appetite for risk and for its review at least annually. The Executive Committee shall take into account the advice of the  Audit Committee. The Portfolio Holder for Resources shall be the member ‘champion’ for risk management. The Executive Committee will determine which of the Council’s risks are ‘Strategic’ and receive progress reports quarterly on their treatment. 
5.4
The Audit Committee

The Audit Committee will consider the effectiveness of the authority’s risk management arrangements, the control environment and associated anti fraud and anti corruption arrangements. It will seek assurances that action is being taken on risk related issues identified by auditors and inspectors. The Audit Committee shall receive progress reports at least annually on the treatment of all risks.  



Management Board

5.5
Will take a lead in identifying and managing the risks and opportunities facing the authority. 

5.6
Will recommend to members the proposed Strategy, framework and process. The Management Board will analyse and advise on the Councils risk appetite, priorities, and budget for action.

5.7
The Management Board will ensure that the risks associated with the ‘Strategic Plan’ are updated and incorporated in ‘Service Plans’ and that the Executive Committee are advised as to which risks should be regarded as ‘strategic risks’.

5.8
The Management Board will determine what constitutes a major project and request a Project Initiation Document (PID) from the project leader. The PID must include a risk assessment of the project and the risks included in the appropriate service plan.

5.9
The Management Board will ensure that appropriate risk management training is provided.
5.10
The Chief Financial Officer (Director of Corporate Resources) shall be the officer ‘champion’ for risk management and will report to the Audit Committee the effectiveness of the Risk Management arrangements as part of the annual ‘Statement on Internal Control’.

Service Managers and Section Heads
5.11
Will be responsible for reviewing risks regularly at Departmental Management Team meetings and encourage risk awareness amongst staff.

5.12
Will assess risks implicit in any new project or change in service delivery methods preparing a Project Initiation Document where appropriate.  

5.13
Will include the Risk Management actions required in service plans, and will develop, implement, monitor and review the action plans to minimise risk and report, on an exception basis to the Officers’ Risk Management Group on progress against the plan.

5.14
Will remove from service plans risks that are out of date.

Employees Generally

5.15
Will manage risk effectively in their job.

5.16
Will contribute in identifying risk and actively report the risk.

5.17
Will contribute in minimising risk.

5.18
Will co-operate in developing risk management action plans.

5.19
Will participate in risk management training and development opportunities offered.

The Officers’ Risk Management Group

5.20
Will review this Strategy on an annual basis for approval by the Management Board and Members.

5.21
Will report, on an exception basis, to the Management Board on progress against the risk treatment plans.
5.21
Will act as a source of guidance and advice while assisting to co-ordinate the integrated process.

5.22
The Risk Management Group will be responsible for maintaining the Business Continuity Plan and advising how risks in partnership working can be fully considered.

Internal Audit

5.23
Will, through the strategic audit plan, carry out reviews of all Council activities to evaluate and improve the effectiveness of risk management, control and governance processes.

5.24
Will attend meetings of the Risk Management Group as requested.

6 Links to Other Plans and Strategies

6.1 This strategy is essential to the achievement of the Council’s Strategic Plan and has links to the Capital Strategy and Asset Management Plan and Departmental Service Plans.
6.2 The strategy needs to be taken into account when preparing the Annual Audit Plan and implementation plans.

Last Updated: April 2006
ANNEX 1

Three Rivers District Council

 Risk Management Process

RISK IDENTIFICATION & ASSESSMENT

Step One – Risk Identification 












Risks will categorised as either ‘strategic’ or ‘operational’ and will be identified from one of four sources:



1. The Council’s Strategic Plan that will be updated at least annually. The objectives and strategic risks associated with the Strategic Plan, agreed by the Executive Committee, will be included in the most appropriate Service Plan.
2. Reports to members should identify risks arising from policy changes (see Annex 2 below). These should be included in the most appropriate Service Plan. The Executive Committee will confirm whether the risks so identified are ‘strategic’ or ‘operational’ for the purposes of further reporting.

3. Project Initiation Documents will identify risks associated with projects (see Annex 3 below). If the Management Board consider these risks to be ‘strategic risks’ they will be referred to the Executive Committee to confirm their status for the purposes of further reporting. Risks associated with projects will be included in the most appropriate Service Plan.
4. Service Heads will include other ‘operational risks’ within their Service Plan, for each service plan, they will consider the targets set (e.g. performance indicators) and the processes (e.g. systems) that underpin the delivery of the key objectives. They will Identify the barriers that might prevent the key objectives being achieved, Asking “What can go wrong?” “How can it go wrong?” “Has it gone wrong before?”. They will try to articulate a risk by using the phrase “There is a risk of/that….which may result in….”.



All risks will be recorded in the Risk Register of the most appropriate Service Plan (see Annex 4 below) and a ‘Risk Identification and Assessment’ pro-forma completed and included in that plan (see Annex 5 below) .




Step Two – Risk Assessment



An assessment of the impact and likelihood of the risks occurring, taking into account any existing control measures will be made. 

For assessing the impact, the following table will be used:-





Impact Classification
Service Disruption
Financial Loss
Reputation
Failure to provide statutory service/meet legal obligations
People



V

Catastrophic
Total failure of service
 >£1m
National Publicity. Resignation of leading member or chief officer
Litigation, claim or fine 
>£500k
Fatality of one or more clients/staff



IV

Critical
Serious disruption to service

£500k - £1m
Local media criticism
Litigation, claim or fine 
£250k - £500k
Serious injury, permanent disablement of one or more clients/staff



III

Significant
Disruption to service

£100k - £500k
Local public interest and complaints
Litigation, claim or fine 
£100k - £250k
Major injury to individual



II

Marginal
Some minor impact on service

£10k - £100k
Contained within service
Litigation, claim or fine 
£10k - £100k
Minor injuries to several people



I

Negligible
Annoyance but does not disrupt service

<£10k
Contained within section
Litigation, claim or fine 
<£10k
Minor injury to an individual

RISK IDENTIFICATION & ASSESSMENT

For assessing the likelihood, use the following table:-





A = Almost Certain
Expected to occur in most circumstances ( >98% )



B =  Probable
Will probably occur in most circumstances ( 75% - 98% )



C = High
Fairly likely to occur ( 50% - 75% )



D =  Medium
Might occur from time to time ( 25% - 50% )



E =  Low
Could occur occasionally ( 2% - 25% )



F =  Negligible
May occur only in exceptional circumstances ( <2% )



(Percentages in brackets refer to the chance of something happening)







Step  Three – Prioritisation



Prioritise the risks. Based on the impact and likelihood assessments made at Step Three. Plot each risk on the table below. One table per service plan. The Council has determined its aversion to risk. It is prepared to tolerate risks where combinations of impact and likelihood are shaded  in the table below. The remaining risks require management and monitoring. 







Likelihood
A





Impact
Likelihood




B





V = Catastrophic
A = Almost Certain




C





IV = Critical
B = Very High




D





III = Significant
C = High




E





II = Marginal
D = Low




F





I = Negligible
E = Very Low





I
II
III
IV
V

F = Almost Impossible




Impact





RISK  TREATMENT

Step Four – Risk  Treatment – Responsibility



Where a risk requires treatment and monitoring, a ‘Risk Treatment Plan’ pro-forma will be completed and included in the most appropriate Service Plan (see Annex 6 below). It will be the  service head responsible for delivering a service plan that will have the responsibility for  monitoring the risks in that plan. For each risk within a service plan , an officer will be identified as being responsible for the action required  in respect of the risk control measures.

In order to avoid duplication, however, we will at Step Five, via the Officiers’ Risk Management Group, list those common risks that occur in service plans more than once and determine whether they can be best managed co-operatively (e.g. business continuity). We will identify one officer to manage each common risk.








Step  Five – Risk  Treatment – Controls already in place



The risk treatment plan will state the risk control measures in place already  And indicate how adequate those controls have been. This will require evidence (e.g. if the control is a monitoring report with resulting actions then the adequacy will be measured by the frequency of the monitoring reports and whether the actions have been implemented).





RISK  TREATMENT

Step  Six – Risk  Treatment – New controls required



Where risks have been assessed as requiring treatment and existing controls are inadequate, the plan will indicate the measures proposed to close the gap, asking the question, “What can be done to reduce the likelihood  of something going wrong or what could be done to reduce the impact if something does go wrong?”.







Step  Seven – Action Planning



The following approaches can be adopted for the  treatment of risk:-

· Eliminate or Avoid Risk – change or abandon the goals associated with the risk or choose alternative approaches or processes that make what was a risk no longer relevant

· Share the Risk – share the risk with another stakeholder

· Reduce the Likelihood – Change approach so that link between the cause of a threat and its impact is broken. Intervene to mitigate occurrence, acting to reduce threat.

· Reduce the impact – Develop contingency plans if threat occurs.

Produce an action plan for implementing the risk control measures. Members have been keen that risks have a timescale associated with them. The risk treatment plan  will indicate key dates (milestones) and review dates in order to take this into account.











Step Eight – Monitoring
Service heads should follow the steps above for new risks that arise during the year and remove out of date risks. Departmental Management Teams / Section Heads’ Meetings should monitor the risk control measures as part of their regular monitoring of service plans. The inter-departmental Risk Management Team should advice the Management Board of progress every six months and assist the Director of Corporate Resources to prepare the annual Statement on Internal Control.

ANNEX 2

COMMITTEE REPORT TEMPLATE – RISK MANAGEMENT IMPLICATIONS

7
Risk Management Implications

7.1
The Council has agreed its risk management strategy which can be found on the website at  http//www.threerivers.gov.uk . The risk management implications of this report are detailed below.

7.2
The subject of this report is covered by the xxxxxxxxxxxxxxx service plan(s). Any risks resulting from this report will be included in the risk register and, if necessary, managed within this/these plan(s).

7.3
There are no risks to the Council in agreeing the recommendation(s)


or


The following table gives the risks if the recommendation(s) are agreed, together with a scored assessment of their impact and likelihood: 

Description of Risk
Impact
Likelihood

1




7.4
There  are no risks to the Council in rejecting the recommendation(s)


or


The following table gives the risks that would exist if the recommendation is rejected, together with a scored assessment of their impact and likelihood:

Description of Risk
Impact
Likelihood

1




7.5
Of the risks detailed above none are already managed within a service plan.


or


Of the risks above the following are already included in service plans:

Description of Risk
Service Plan

No



7.6
The above risks are plotted on the matrix below depending on the scored assessments of impact and likelihood, detailed definitions of which are included in the risk management strategy. The Council has determined its aversion to risk and is prepared to tolerate risks where the combination of impact and likelihood are plotted in the shaded area of the matrix. The remaining risks require a treatment plan. 

Likelihood
A





Impact
Likelihood


B





V = Catastrophic
A = Almost Certain


C





IV = Critical
B =  Probable


D





III = Significant
C = High


E





II = Marginal
D =  Medium


F





I = Negligible
E =  Low



I
II
III
IV
V

F =  Negligible


Impact





7.7
In the officers’ opinion none of the new risks above, were they to come about, would seriously prejudice the achievement of the Strategic Plan, and are therefore operational risks. The effectiveness of treatment plans are reviewed by the Audit Committee annually.


or


In the officers’ opinion, of the new risks above, were they to come about, the following would seriously prejudice the achievement of the Strategic Plan, and are therefore strategic risks. The remainder are therefore operational risks. Progress against the treatment plans for strategic risks are reported to the Executive Committee quarterly. The effectiveness of all treatment plans are reviewed by the Audit Committee annually.

Description of Risk
Service Plan

No




For each risk above the author should complete Annex 5.


If the assessment of impact and likelihood means that a treatment plan is not required, then:-


a) the risk should be entered in the risk register (Annex 4) of the appropriate service plan, and,


b) the assessment from Annex 5 should be included in the service plan (include a reference to the decision if possible e.g. a minute number)


If the assessment means that a treatment plan is required then in addition to a) and b) above:-


c) complete Annex 6 and include its contents in the service plan (remember to included milestones and review dates and to use them!)

ANNEX 3

PROJECT INITIATION DOCUMENT – RISK ASSESSMENT

14.
Risk Assessment



14.1


The Council has agreed its risk management strategy which can be found on the website at:

http//www.threerivers.gov.uk

or in the shared folder:

Grp Share on File and Print Server 1 / Risk Management / Risk Management Strategy – Current – April 2006

The risk management implications of this project initiation document are detailed below.



14.2
This project is included in Section 3 of the XXXXXXXXXXXXXX service plan.

Any risks resulting from the project will be included in the risk register and, if necessary, managed within this service plan. 



14.3
The following table gives the risks that might prevent the delivery of this project, together with their impact and likelihood.

Description of Risk
Impact
Likelihood

1




14.4
Of the risks detailed above none are already managed within a service plan.

or

Of the risks above the following are already included in service plans:

Description of Risk
Impact
Likelihood

1




14.5
The above risks are plotted on the matrix below depending on the scored assessments of impact and likelihood, detailed definitions of which are included in the risk management strategy. The Council has determined its aversion to risk and is prepared to tolerate risks where the combination of impact and likelihood are plotted in the shaded area of the matrix. The remaining risks require a treatment plan. 

Likelihood
A





Impact
Likelihood


B





V = Catastrophic
A = Almost Certain


C





IV = Critical
B =  Probable


D





III = Significant
C = High


E





II = Marginal
D =  Medium


F





I = Negligible
E =  Low



I
II
III
IV
V

F =  Negligible


Impact





14.6
In the officers’ opinion none of the new risks above, were they to come about, would seriously prejudice the achievement of the Strategic Plan, and are therefore operational risks. The effectiveness of treatment plans are reviewed by the Audit Committee annually.


or


In the officers’ opinion, of the new risks above, were they to come about, the following would seriously prejudice the achievement of the Strategic Plan, and are therefore strategic risks. The remainder are therefore operational risks. Progress against the treatment plans for strategic risks are reported to the Executive Committee quarterly. The effectiveness of all treatment plans are reviewed by the Audit Committee annually.

Description of Risk
Service Plan

No




Instructions:


For each risk above the author should complete Annex 5.


If the assessment of impact and likelihood means that a treatment plan is not required, then:-


a) the risk should be entered in the risk register (Annex 4) of the appropriate service plan, and,


b) the assessment from Annex 1 should be included in the service plan.


If the assessment means that a treatment plan is required then in addition to a) and b) above:-


c) complete Annex 6 and include its contents in the service plan (remember to included milestones and review dates and to use them!)

ANNEX 4
RISK REGISTER

Service Plan : 

Risk

Ref
Risk
Impact
Likelihood
Risk Tolerance

Requires Treatment

Yes/No
Next

Milestone

Date
Next

Review

Date

1







2







3







4







5







6







7







ANNEX 5
RISK IDENTIFICATION AND ASSESSMENT FORM

Service Plan



Risk
Vulnerability
Cause/Trigger
Impact
Impact Classification
Likelihood Classification


Describe the Risk
What can go wrong? 

How can it go wrong?

Has it gone wrong before?
What happens to bring the risk into being?
How serious would it be if the risk comes into being?
See Impact Table
See Likelihood Table

1



Service Disruption







Financial Loss







Reputation







Legal Implications







People







Note: Insert here rationale for assessment




Likelihood
A





Impact
Likelihood



B





V = Catastrophic
A = Almost Certain



C





IV = Critical
B =  Probable



D





III = Significant
C = High



E





II = Marginal
D =  Medium



F





I = Negligible
E = Low




I
II
III
IV
V

F =  Negligible



Impact





APPENDIX 6
RISK TREATMENT PLAN


Risk
Existing Control
Adequacy of Control
Action Required
Responsibility
Critical Success Factor
Key Dates
Review Date


As described on the risk identification and assessment form above
What controls exist now to minimise the risk?
What evidence is there that the existing controls are working?
What gaps have been identified? What can be done to reduce the likelihood of something going wrong or reduce the impact if something does go wrong?
Who is managing the risk?
How will you know that the action taken has worked?
Milestones












Enter Risk number in matrix (left) against the highest impact classification for the risk and the appropriate likelihood classification taken from the table above.
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