EXECUTIVE COMMITTEE – 3 JULY 2006

AUDIT COMMITTEE – 28 JUNE 2006  

  

  
PART   I – PART   DELEGATED  
10b.  
AUDIT & INTERNAL CONTROL – 


REVIEW OF STRATEGIC RISKS


(DCR)  
1.
Summary
1.1
This report updates the position on the council’s strategic risks.  
2.
Details

2.1
The Council on 14 February 2006 (Minute CL71/05 refers) agreed the strategic risks associated with the Strategic Plan. Their management was to be monitored by officers within their service plans, and by the Audit Committee. The risks identified, their assessment and treatment plans are attached at Appendix 1.

2.2
An update of the Council’s risk management strategy appears elsewhere on this agenda. The strategy sets out the roles of the Executive and Audit Committees.

2.3
The Executive Committee’s role is to:-

· approve the risk management strategy, including determining the Council’s appetite for risk, and,

· determine which of its risks are “strategic” (i.e. may prevent it achieving its Strategic Plan) and receive progress reports quarterly on their treatment.

2.4
The Audit Committee’s role is to:-

· consider the effectiveness of the authority’s risk management arrangements, and,

· receive reports at least annually on the treatment of all risks.

2.5
Attached at Appendix 2 is the progress made against the actions required in the treatment plan at Appendix 1.

2.6
Members are asked to consider:-

a)
whether there are any further strategic risks that should be taken into account,

b)
whether the assessment of existing risks, in terms of their impact or likelihood,  should be amended, or,

c)
whether any of the existing risks should be deleted as no longer applicable.


The officers are proposing no changes at this stage.  

3.
Options/Reasons for Recommendation
3.1
  The recommendation allows members to reconsider the council’s strategic risks.

4.
Policy/Budget Implications
4.1
The recommendations in this report are within the Council’s agreed policy and budgets.  
5.  
Financial, Legal, Equal Opportunities, Staffing, Environmental, Community Safety, and Customer Services Centre, Website and Risk Management Implications
5.1  
None specific.

6.  
Recommendations

That the Audit Committee 

6.1
Comments to the Council and Executive Committee on the effectiveness of the risk management arrangements in respect of the strategic risks identified by the Council on 14 February 2006, and,

6.2
Comments to the Council and Executive Committee on

a)
whether there are any further strategic risks that should be taken into account,

b)
whether the assessment of existing risks, in terms of their impact or likelihood,  should be amended, or,

c)
whether any of the existing risks should be deleted as no longer applicable.


That the Executive Committee

6.3
Notes the comments of the Audit committee made on 28 June 2006 in respect of the recommendations 6.1 and 6.2 above (to be tabled at the Executive Committee meeting), 

6.4
Notes the progress made on the action required to treat strategic risks identified by the Council on 14 February 2006, and,

6.5
Determines:-

a)
whether there are any further strategic risks that should be taken into account,

b)
whether the assessment of existing risks, in terms of their impact or likelihood,  should be amended, or,

c)
whether any of the existing risks should be deleted as no longer applicable.


Background Papers


None

Report prepared by:
David Gardner – Director of Corporate Resources


APPENDICES / ATTACHMENTS

Appendix 1:   Strategic Plan – Risk Identification, Assessment and Treatment Plan


Appendix 2: Progress against Treatment Plan

APPENDIX 1

STRATEGIC PLAN



Risk
Vulnerability
Cause/Trigger
Impact
Impact Classification
Likelihood Classification


Describe the Risk
What can go wrong? 

How can it go wrong?

Has it gone wrong before?
What happens to bring the risk into being?
How serious would it be if the risk comes into being?
See Impact Table
See Likelihood Table

1
Failure to deliver efficient and effective services
Improvements to services are not achieved causing dissatisfaction with the Council.

Residents are not told about improvements.

Promises are made concerning service outputs in the Strategic and Service Plans, but these are not kept, e.g. the capital investment programme is not delivered

Inspection reports are unfavourable.

The Council’s financial position deteriorates.
Performance Indicators deteriorate

Level 1 of the CRE’s Standard is not achieved.

Chartermark accreditation is not achieved to the timetable.

The Council’s income stream is adversely affected.

The Council fails to meet its financial targets.

The Council receives an unfavourable ‘direction of travel’ statement / disappointing CPA assessment.
Service Disruption
III
D





Financial Loss
II






Reputation
III






Legal Implications
I






People
I






The impact of failing to achieve efficient and effective services is considered significant, especially in terms of service delivery and to the reputation of the Council. The likelihood is assessed as ‘low’ assuming the risk prevention measures set out below are successful. As a result of this assessment, these measures require monitoring and will be included in the appropriate service plans (as indicated below).

2
Failure to achieve the Decent Homes Standard 
Suitable arrangements to achieve the decent homes standard cannot be put in place.
The Council either cannot transfer its stock to a registered social landlord or acquire the funding to invest in its housing stock.
Service Disruption
IV
C





Financial Loss
II






Reputation
III






Legal Implications
II






People
I






The impact of failing to achieve the DHS will fall on tenants who will not see their aspirations for maintaining their homes achieved. The Council has carried out a stock options appraisal and is to ballot tenants on transferring its stock to a registered social landlord. Contingency plans should the transfer not prove possible are yet to be drawn up causing the likelihood of failure, at this stage, to be higher than would otherwise be the case. 


Risk
Vulnerability
Cause/Trigger
Impact
Impact Classification
Likelihood Classification


Describe the Risk
What can go wrong? 

How can it go wrong?

Has it gone wrong before?
What happens to bring the risk into being?
How serious would it be if the risk comes into being?
See Impact Table
See Likelihood Table

3
Either the actual level, or the perception of the level, of anti-social behaviour increases
A significant increase in the incidence of anti social behaviour.

A rise in the perceived level of anti social behaviour on behalf of the public.
A local increase in ASB

A national increase in ASB

Significant media coverage of ASB which raises residents’ expectation of becoming a victim of ASB.


Service Disruption
II
D





Financial Loss
II






Reputation
III






Legal Implications
III






People
III






The impact of a growth in ASB could reduce residents’ confidence in the Council’s ability to work with partners to act on issues of local concern. It could reduce quality of life for those who live in the district, particularly for those who are vulnerable.

4
Disaster impacts on the ability of the Council to operate. 
Disaster in South East impacts on the area.

Disaster hits Council HQ.

Pandemic disease affects workforce
Natural disaster – flood, hurricane, earthquake, meteor strike etc.

Other disaster – terrorism, transport accident, avian (bird) flu
Service Disruption
IV
D





Financial Loss
II






Reputation
III






Legal Implications
II






People
V






The impact of a disaster could clearly be catastrophic in terms of loss of life. In view of the preventative measures in place, the likelihood is rated as low but requires management.

5
Loss of key staff or skills
Key staff leave and cannot be replaced. The Council cannot obtain proper professional advice. 
Staff leave.

Notification of a long term sickness.
Service Disruption
III
D





Financial Loss
III






Reputation
II






Legal Implications
II






People
I






In some professions, suitably qualified staff are in relatively short supply and difficult to recruit. The long term absence of a key member of staff could have a significant impact on a service. Temporary staff can be obtained but at a high price. On the other hand, turnover has been generally low in recent times.


Risk
Vulnerability
Cause/Trigger
Impact
Impact Classification
Likelihood Classification


Describe the Risk
What can go wrong? 

How can it go wrong?

Has it gone wrong before?
What happens to bring the risk into being?
How serious would it be if the risk comes into being?
See Impact Table
See Likelihood Table

6
TRDC decides not to contribute to the Woodside Swimming Facility
The Council faces criticism.

Danger to the ‘Memorandum of Understanding’ with Watford BC.

Targets in the Strategic Plan concerning leisure provision are not achieved
VFM review concludes that investment is inappropriate
Service Disruption
II
D





Financial Loss
I






Reputation
II






Legal Implications
I






People
I






The impact would be on residents who would not have as good access to swimming facilities as such an arrangement might provide. The likelihood of long term damage to the Council’s reputation should this risk come into being would be mitigated by the fact that a thorough review justified the decision taken.


Likelihood
A





Impact
Likelihood



B





V = Catastrophic
A = Almost Certain



C



2

IV = Critical
B = Very High



D

6
1,3,5

4
III = Significant
C = High



E





II = Marginal
D = Low



F





I = Negligible
E = Very Low




I
II
III
IV
V

F = Almost Impossible



Impact






Risk
Existing Control
Adequacy of Control
Action Required
Responsibility
Critical Success Factor
Key Dates
Review Date


As above
What controls exist now to minimise the risk?
What evidence is there that the existing controls are working?
What gaps have been identified? What can be done to reduce the likelihood of something going wrong or reduce the impact if something does go wrong?
Who is managing the risk?
How will you know that the action taken has worked?
Milestones


1
Failure to deliver efficient and effective services
Performance Management System
Quarterly performance monitoring information is reported to Management Board and members. Additional resources have been applied to failing PIs.
Systematic monitoring of outputs should continue in order to react quickly to unfavourable indicators
Executive Committee

DSS (Corporate Development)
PIs will be placed in those quartiles anticipated in the strategic and service plans.
Monthly

Review
Monthly



Communications Strategy
Reputations Best Practice Guidelines have been agreed by the Executive Committee and are being followed.
Monitor progress included in Corporate Development Service Plan
Executive Committee

DSS (Corporate Development)






Action Plans resulting from inspection
Progress against the recommendations of Inspectors, Internal and External Auditors are considered by the Audit Committee 

Executive Committee

Audit Committee

DCR





Risk
Existing Control
Adequacy of Control
Action Required
Responsibility
Critical Success Factor
Key Dates
Review Date


As above
What controls exist now to minimise the risk?
What evidence is there that the existing controls are working?
What gaps have been identified? What can be done to reduce the likelihood of something going wrong or reduce the impact if something does go wrong?
Who is managing the risk?
How will you know that the action taken has worked?
Milestones


1
Failure to deliver efficient and effective services (continued)
Budgetary Control System
Balances have consistently been maintained above minimum prudent levels
The Council has been forced to rephase its capital expenditure. Close monitoring of the capital investment programme should continue.
Executive Committee

DCR (Capital Strategy & Asset Management Team)
General Fund and HRA balances will be as predicted when setting the original budget. The capital investment programme will be delivered on time and within budget.
Monthly monitoring reports to members
Monthly

2
Failure to achieve the Decent Homes Standard 
Housing Stock Transfer Project


Project Plan included in Project Initiation Document being followed
Contingency plans are required should tenants reject transfer
Executive Committee

DHH (Project Team)
Arrangements will be in place to achieve the Decent Homes Standard
Monthly Review.

Ballot in Spring 2007.
Monthly


Risk
Existing Control
Adequacy of Control
Action Required
Responsibility
Critical Success Factor
Key Dates
Review Date


As above
What controls exist now to minimise the risk?
What evidence is there that the existing controls are working?
What gaps have been identified? What can be done to reduce the likelihood of something going wrong or reduce the impact if something does go wrong?
Who is managing the risk?
How will you know that the action taken has worked?
Milestones


3
Either the actual level, or the perception of the level, of anti-social behaviour increases
ASB is a declared priority area for the local crime and disorder partnership. Action plans and progress is monitored quarterly and reported to the CDRP Board and TRDC Executive Committee
A dedicated anti social behaviour officer is working with police.

Specific actions have been taken to catch and convict offenders of fly tipping.

Work with Housing Services, RSLs and CDRP

The Council is part funding PCSOs

Section 30 Orders have been obtained


Obtain ASBOs

Agree ABCs

Use of mobile covert cameras

Warnings issued. Terminations of tenancy

More PCSOs on the beat. Greater visible police presence

Further investigation into alcohol free zones.
Crime and Disorder Reduction Partnership (CDRP)

Executive Committee

DSS (Corporate Development
Number of incidents reported to the Police will have reduced.

Reduction in reported graffiti and noise nuisances.

Reduction in fly tipping 
Quarterly
Quarterly


Risk
Existing Control
Adequacy of Control
Action Required
Responsibility
Critical Success Factor
Key Dates
Review Date


As above
What controls exist now to minimise the risk?
What evidence is there that the existing controls are working?
What gaps have been identified? What can be done to reduce the likelihood of something going wrong or reduce the impact if something does go wrong?
Who is managing the risk?
How will you know that the action taken has worked?
Milestones


4
Disaster impacts on the ability of the Council to operate. 
Emergency Plan

Business Continuity Plan
Desk top exercises have taken place anticipating an emergency.

Disaster Recover for main IT systems is rehearsed regularly. 


Review Plans annually.

Regular  testing of procedures.

Risk Management Team to complete Business Continuity Plan
DSS

(Support Services)

Executive Committee

DCR

(Risk Management Team)


Approval of Business Continuity Plan and arrangements in place.
End of 2006
June 2006

5
Loss of key staff or skills
Some retention measures are in place. Staff appraisal scheme allows discussion of career development within Council. Training & development needs are identified to encourage staff not to leave.
All appraisals have been completed on time and training needs identified.
Keep up to date with comparable salaries elsewhere and recommend market factor payments if appropriate. Keep up to date contacts with appropriate agencies.
DSS

(Personnel Section)

Executive Committee


Posts will not be vacant beyond period required to recruit.
March 2007
March 2007

PROGRESS AGAINST TREATMENT PLAN










APPENDIX 2


Risk
Assessment
Action Required
Responsibility
Update
Re-assessment?
Key Dates
Next Review Date


As above
Impact
Likelihood
What gaps have been identified? What can be done to reduce the likelihood of something going wrong or reduce the impact if something does go wrong?
Who is managing the risk?
What actions have been taken since last report?
Impact
Likelihood
Milestones


1
Failure to deliver efficient and effective services
III
D
Systematic monitoring of outputs should continue in order to react quickly to unfavourable performance indicators
Executive Committee

DSS (Corporate Development)
Quarter 4 December-March Performance Indicators considered by members.

Reports to Management Board in June 2006 considered remedial measures where necessary.  
No
No
Quarterly
Qtr 1

April –

June

In

July

2006





Monitor progress on Communications Strategy included in Corporate Development Service Plan
Executive Committee

DSS (Corporate Development)
6 monthly audit to be undertaken


Sept

2006
Sept 2006





The Council has been forced to rephase its capital expenditure. Close monitoring of the capital investment programme should continue.
Executive Committee

DCR (Capital Strategy & Asset Management Team)
Report to Resources Policy Panel on 15/06/06 detailed history and reported that majority of rephasing into 2006/07 had been identified during 2005/06 as a result of better budgetary control (rather than coming to light after year end). 2006/07 programme resourced to allow new and rephased schemes to be completed and preparation to be carried out for 2007/08 schemes.

Monthly budget monitoring to continue




Monthly
Monthly

2
Failure to achieve the Decent Homes Standard 
IV
C
Contingency plans are required should tenants reject transfer


Executive Committee

DHH (Project Team)
Enterprise BWN have completed financial modelling of Council’s position should there be a “no” vote. DHS can be achieved by 2010 but capital and revenue implications show that this is not sustainable.

Offer Document for tenants to be prepared for approval by members in February 2007, setting out the parameters within which a contingency plan will be drawn up in the event of a “no” vote.
No
No
February 2007
February 2007

3
Either the actual level, or the perception of the level, of anti-social behaviour increases
III
D
Obtain ASBOs 

Agree ABCs


Crime and Disorder Reduction Partnership (C&DRP)

Executive Committee

DSS (Corporate Development)
1 full and 1 interim ASBO in place. Also 1 post ASBO conviction. 1 ABC in place. C&DRP (Officer Group) reviews.


No
No
Monthly
Monthly





Use of mobile covert cameras



Five hotspot locations agreed by C&DRP (Officer Group) for pilot. 1 camera installed to date. 2nd being prepared.


August 2006
August

2006





Warnings issued. Terminations of tenancy



Ability to apply demoted tenancies agreed by members


Quarterly
Quarterly





More PCSOs on the beat. Greater visible police presence



Funding agreed. SLA reported to Leisure & Community Policy Panel on 06/06/06 increasing number on beat from 12 to 16.

Recruitment with Constabulary. C&DRP (Member Board) to review.


Sept 

2006
Sept 2006





Further investigation into alcohol free zones.



The Council adopted powers in relation to the banning of alcohol in certain designated public places contained within section 13 of the Criminal Justice and Police Act 2001 on 16 May 2006.  

Executive Committee on 050606 informed of the process and procedures involved when considering the use of a designation order.  Report also details the work which is currently underway to allow a recommendation to be made to this Committee regarding the implementation of an order in specified areas of Chorleywood and Garston.  

C&DRP (Officer Group) to review




August 2006
August 2006

4
Disaster impacts on the ability of the Council to operate. 
V
D
Review Emergency Plan, Business Continuity Plan and IT Disaster Recovery Plan annually and regularly  test procedure.


DSS

(Support Services)

Executive Committee

DCR

(Risk Management Team)


ICT systems and accommodation requirements identified and included in the Business Continuity Plan which was tested on 18/10/05. Although arrangements for the loss of ICT and accommodation were perceived as adequate – weaknesses in staffing availability were identified.

Disaster Recovery contract awarded by Executive Committee on 06/03/06 (Minute EX185/05 refers). It includes the ICT requirements and provides accommodation for 80 workstations.

Assistance is being received from HCC in preparing detailed service continuity plans in order to update the BCP and for inclusion in individual service plans. 

BCP to be next tested in October 2006. 
No
No
October

2006
October

2006





Risk Management Team to complete Business Continuity Plan









5
Loss of key staff or skills
III
D
Keep up to date with comparable salaries elsewhere and recommend market factor payments if appropriate. Keep up to date contacts with appropriate agencies.

DSS

(Personnel Section)

Executive Committee


Senior Managers’ Salary Scheme (SMSS) was reviewed by Resources Policy Panel on 24/04/06 (Minute R.PP95/05 refers). Current Market Factors applied to six posts below this level.

Workforce planning and individual risk assessments included in service plans.

Review of SMSS to be carried out and further report to be prepared.
No
No
Sept 2006
Sept 2006

Enter Risk number in matrix (left) against the highest impact classification for the risk and the appropriate likelihood classification taken from the table above.








