RESOURCES POLICY PANEL  

   – 28 APRIL 2005  
EXECUTIVE COMMITTEE – 23 MAY 2005

PART   I   

  
7A.  
  RISK MANAGEMENT


(DCR  )
1.
Summary
1.1
This report proposes that the Council’s Risk Management Strategy be amended.  
2.
Details

2.1 The Panel last agreed to update the Risk Management Strategy at its meeting on 15 September 2004. The Panel endorsed:-

“the amendments made by officers to the Risk Management Strategy Statement in order to distinguish between ‘generic’ and ‘specific’ risks and to ensure that a high percentage of the Council’s significant risks are managed subject to the addition on a time element”.

2.2 The Executive Committee on 11 April 2005 received a report on the progress against the post CPA improvement plan, and noted that there were still outstanding actions under the heading ‘risk management’. These primarily concerned business continuity and incorporating risk management into service plans. 

2.3
The External Auditor has advised that to ensure risk management is ‘embedded’ within the Council’s culture and processes, the identification, assessment and management of risk should be included in ‘service plans’.

3.
Amendments to Risk Management Strategy

3.1
An amended strategy is attached.

3.2
The main changes are contained in the appendices to the strategy which detail the processes to be followed:-

a)
All risks are to be included in service plans. 

Officers are completing service plans for the medium term period (2005-2008) following agreement of the medium-term strategic and financial plans. Responsibility for delivering the Strategic Plan has been devolved to departments for inclusion in their service plans along with the objectives relating to the delivery of day-to-day services and major projects. Risks will be identified, assessed and managed at service level in accordance with the process. There will no longer be a differentiation between ‘generic’ and specific’ risks. There will however be common risks that appear in more than one service plan and that may be better managed co-operatively, e.g. business continuity risks – the availability of IT systems and accommodation. This approach should mean that all risks are considered not just a high percentage.

b)
Risks are to be better prioritised by assessing their relative ‘impact’

Risks may be associated with different levels of service disruption, financial loss, damaged reputation, legal penalties and personal injury.  The relative impact of risks will be assessed taking into account these factors.

c)
Time Element


A time element is added to risk management by identifying schemes that need immediate attention and those that are less time critical. Whilst the Strategy contains arrangements for updating service plans annually, the risk management process is dynamic and responds to new risks (and removes out of date risks) as they arise during the year.

4.
Next Steps

4.1
The Executive Committee will be asked to endorse the amended strategy as part of a report it is considering on project management on 23 May 2005. 

4.2
Officers are now starting to prepare the risk management element of their service plans. It is hoped to have an example for members to comment on at the meeting. Preparing the example will give an indication of the resources required to cover approximately 20 service plans. 

4.3
Proposals for using the available budget will be made in the light of the progress made in completing the identification and assessment of risks (Steps 1 to 4 in the appendix to the strategy). Joint working arrangements are being investigated.    

5.
Options/Reasons for Recommendation
5.1
The recommendation below is made in order to progress work on risk management.  
6.
Policy/Budget Implications
6.1
The recommendation in this report is within the Council’s agreed policy and budget.

5.
Financial Implications

5.1
The Council included £15,000 per annum in its budget for assistance on risk management.

6.
Risk Management Implications

6.1
Included above.

7.
Staffing,   Environmental, Community Safety,   Legal, Equal Opportunities, Customer Services Centre, and Website Implications

7.1
None specific to this report.  
8.  
Recommendation
8.1
That this report is noted and the amendments to the Risk Management Strategy be recommended to the Executive Committee for adoption.  

Background Papers


None



Report prepared by:
David Gardner – Director of Corporate Resources  
RISK MANAGEMENT STRATEGY STATEMENT

1 Objectives

1.1 The Council will ensure that risk identification, assessment and management is a routine part of decision-making, in much the same way that consideration is given to budget availability or staffing resource.
1.2 The objectives of this risk management strategy are to:-

· maximise the opportunity for the Council to achieve its objectives

· raise awareness of risk management

· embed risk management into the culture and existing processes of the Council

· minimise and manage risk and maximise opportunity

· underpin corporate governance

· provide a safer environment for all

· make use of risk management as an operational tool to assist all in meeting new demands and challenges

· ensure continuity of service

· protect the public image of the Council

· provide a framework, procedures and guidance to enable everyone to manage risk in the best way.

1.3 Risk management should not stifle initiative or cause inefficiency and lack of economy by operating unnecessary or excessive controls.

2 Definition

2.1 The Audit Commission’s management paper “Worth the Risk” defines risk as

“the threat that an event or action will adversely affect an organisation’s ability to achieve its objectives and to successfully execute its strategies.  Risk management is the process by which risks are identified, evaluated and controlled.  It is a key element of the framework of governance together with community focus, structures and processes, standards of conduct and service delivery arrangements.”

2.2 “Risk Management protects and adds value to the organisation and its stakeholders through supporting the organisation’s objectives by;

· providing a framework for an organisation that enables future activity to take place in a consistent and controlled manner

· improving decision making, planning and prioritisation by comprehensive and structured understanding of business activity, volatility and project opportunity/threat

· contributing to more efficient use/allocation of capital and resources within the organisation

· reducing volatility in the non-essential areas of the business

· protecting and enhancing assets and company image

· developing and supporting people and the organisation’s knowledge base

· optimising operational efficiency.”

(Source: “A Risk Management Standard”, AIRMIC (Association of Insurance and Risk Managers), IRM (Institute of Risk Management) and ALARM (Association of Local Authority Risk Managers))

3 Making the Strategy Work

3.1 The Council will achieve the aims and objectives of this strategy by:

· Providing training on risk management

· Sharing information via an inter-departmental Risk Management Group

· Identifying and assessing on an ongoing and timely basis the risks to which it is exposed

· Implementing the most appropriate economic measures to avoid, minimise and effectively manage those risks

4 Process

4.1 To ensure risk management is ‘embedded’ in the Council’s processes all risks are included in service plans including those risks to the Council achieving its Strategic Plan and delivering major projects.  

4.2
The process for risk identification, assessment and management is attached at Appendix 1. Whilst the process is designed in order to update service plans annually, it should also be used for new risks that arise during the year. For each risk identified, a risk management action plan pro forma will be prepared. A pro forma management action plan is attached as Appendix 2 to this Strategy.

5 Roles and Responsibilities

5.1 This strategy requires all elected Members and employees to take responsibility for the identification, control, reduction, and as far as possible, elimination of risk in all aspects of their activities.

Members

5.2 Will need to have regard to any implications for risk management in the decision-making process and in their actions and have particular regard to ethics and probity issues.

5.3 Will need to be involved in determining key risks and the Council’s response to them.

5.4
The following arrangements exist for monitoring and reporting to members:

The Executive Committee will be responsible for considering and approving this Strategy and for its review at least annually. The Executive Committee shall take into account the advice of the Resources Policy Panel who will also be asked to confirm that they are content with the risk assessments made.



Identification of risk management implications and optional courses of action in all reports to Council, Executive Committee, Scrutiny and Policy Panels.

The Chief Financial Officer will report to the Executive Committee via the Resources Policy Panel the effectiveness of the Risk Management arrangements as part of the annual ‘Statement on Internal Control’.

Management Board

5.5
Will take a lead in identifying and managing the risks and opportunities facing the authority. 

5.6
Will recommend to members the proposed Strategy, framework and process. The Management Board will analyse and advise on the Council's risk appetite, priorities, and budget for action.

5.7
The Management Board will ensure that the risks associated with the ‘Strategic Plan’ are updated and incorporated in ‘Service Plans’.

5.8
The Management Board will determine what constitutes a major project and request a Project Initiation Document (PID) from the project leader. The PID must include a risk assessment of the project and the risks included in the appropriate service plan.

Service Managers and Section Heads
5.9
Will be responsible for reviewing risks regularly at Departmental Management Team meetings and encourage risk awareness amongst staff.

5.10
Will assess risks implicit in any new project or change in service delivery methods preparing a Project Initiation Document where appropriate.  

5.11
Will include the Risk Management actions required in service plans and monitor accordingly.

5.12
Will remove from service plans risks that are out of date.

Employees Generally

5.13
Will manage risk effectively in their job.

5.14
Will contribute in identifying risk and actively report the risk.

5.15
Will contribute in minimising risk.

5.16
Will co-operate in developing risk management action plans.

5.17
Will participate in risk management training and development opportunities offered.

The Risk Management Group

5.18
Will review this Strategy on an annual basis for approval by the Management Board and Members.

5.19
Will develop, implement, monitor and review the action plans to minimise risk and report, on an exception basis, to the Management Board on progress against the plan.
5.20
Will act as a source of guidance and advice while assisting to co-ordinate the integrated process.

5.21
The Risk Management Group will be responsible for maintaining the Business Continuity Plan.

Internal Audit

5.22
Will, through the strategic audit plan, carry out reviews of all Council activities to evaluate and improve the effectiveness of risk management, control and governance processes.

5.23
Will attend meetings of the Risk Management Group as requested.

6 Links to Other Plans and Strategies

6.1 This strategy is essential to the achievement of the Council’s Strategic Plan and has links to the Capital Strategy and Asset Management Plan and Departmental Service Plans.
6.2 The strategy needs to be taken into account when preparing the Annual Audit Plan and implementation plans.

Last Updated: April 2005

APPENDIX 1

Three Rivers District Council

Management of Key Risks - Annual Process

RISK IDENTIFICATION & ASSESSMENT

Step One – Identification of Strategic Priorities & Service Objectives



Update the outcomes expected in the Strategic Plan. Ensure every outcome in the Strategic Plan  is included as a key objective in the most appropriate Service Plan. Identify other key service objectives, including major projects (for which a PID is required), and include in Service Plans.







Step Two – Risk Identification



For each service plan, consider the targets set (e.g. performance indicators) and the processes (e.g. systems) that underpin the delivery of the key objectives. Identify the barriers that might prevent the key objectives being achieved. Ask “What can go wrong?” “How can it go wrong?” “Has it gone wrong before?”. Try articulating a risk by using the phrase “There is a risk of/that….which may result in….”.







Step Three – Risk Assessment



Assess the impact and likelihood of the risks occurring, taking into account any existing control measures. 

For assessing the impact, use the following table:-





Impact Classification
Service Disruption
Financial Loss
Reputation
Failure to provide statutory service/meet legal obligations
People



V

Catastrophic
Total failure of service
>£50k
National Publicity. Resignation of leading member or chief officer
Litigation, claim or fine >£50k
Fatality of one or more clients/staff



IV

Critical
Serious disruption to service
£25k - £50k
Local media criticism
Litigation, claim or fine £25k - £50k
Serious injury, permanent disablement of one or more clients/staff



III

Significant
Disruption to service
£10k - £25k
Local public interest and complaints
Litigation, claim or fine £10k - £25k
Major injury to individual



II

Marginal
Some minor impact on service
£1k -£10k
Contained within service
Litigation, claim or fine £1k - £10k
Minor injuries to several people



I

Negligible
Annoyance but does not disrupt service
<£1,000
Contained within section
Litigation, claim or fine <£1k
Minor injury to an individual

RISK IDENTIFICATION & ASSESSMENT

For assessing the likelihood, use the following table:-





A = Almost Certain
Expected to occur in most circumstances ( >95% )



B = Very High
Will probably occur in most circumstances ( 75% - 95% )



C = High
Fairly likely to occur ( 50% - 75% )



D = Low
Might occur from time to time ( 25% - 50% )



E = Very Low
Could occur occasionally ( 5% - 25% )



F = Almost Impossible
May occur only in exceptional circumstances ( <5% )



(Percentages in brackets refer to the chance of something happening)







Step Four – Prioritisation



Prioritise the risks. Based on the impact and likelihood assessments made at Step Three. Plot each risk on the table below. One table per service plan. The Council has determined its aversion to risk. It is prepared to tolerate risks where combinations of impact and likelihood are shaded green in the table below. The remaining risks require management and monitoring. The Resources Policy Panel have requested that risks have a timescale associated with them. Officers have determined that those combinations of impact and risk shaded amber below are less time critical but that those shaded red require immediate management and monitoring. 







Likelihood
A





Impact
Likelihood




B





V = Catastrophic
A = Very High




C





IV = Critical
B = High




D





III = Significant
C = Significant




E





II = Marginal
D = Low




F





I = Negligible
E = Very Low





I
II
III
IV
V

F = Almost Impossible




Impact





RISK MANAGEMENT

Step Five – Risk Management – Responsibility



Generally, it will be the officer responsible for delivering a service plan that will have the responsibility for managing risk and the risk control measures within that plan.

In order to avoid duplication, however, we will at Step Five, list those common risks that occur in service plans more than once and determine whether they can be best managed co-operatively (e.g. business continuity). 

Determine responsibility of one officer to manage each common risk. Remaining risks to be managed at service level – common risks cross referenced in service plans and managed independently.







Step Six – Risk Management – Controls already in place



State the risk control measures in place already for each of the highest priority areas (red first then amber). Indicate how adequate those controls have been. This will require evidence (e.g. if the control is a monitoring report with resulting actions then the adequacy will be measured by the frequency of the monitoring reports and whether the actions have been implemented).





RISK MANAGEMENT

Step Seven – Risk Management – New controls required



Where risks have been assessed as red or amber and existing controls are inadequate, indicate the measures proposed to close the gap. Ask the question, “What can be done to reduce the likelihood or something going wrong or what could be done to reduce the impact if something does go wrong?”.







Step Eight – Action Planning



The following approaches can be adopted for the management of risk:-

· Eliminate or Avoid Risk – change or abandon the goals associated with the risk or choose alternative approaches or processes that make what was a risk no longer relevant

· Share the Risk – share the risk with another stakeholder

· Reduce the Likelihood – Change approach so that link between the cause of a threat and its impact is broken. Intervene to mitigate occurrence, acting to reduce threat.

· Reduce the impact – Develop contingency plans if threat occurs.

Produce an action plan for implementing the risk control measures.







Step Nine – Monitoring



Whilst this process is designed in order to update service plans annually, service heads should also follow the steps above for new risks that arise during the year (and remove out of date risks). Departmental Management Teams / Section Heads’ Meetings should monitor the risk control measures as part of their regular monitoring of service plans. The inter-departmental Risk Management Team should advice the Management Board of progress every six months and assist the Director of Corporate Resources to prepare the annual Statement on Internal Control.

APPENDIX 2

Service Plan



Risk
Vulnerability
Cause/Trigger
Impact
Impact Classification
Likelihood Classification


Describe the Risk
What can go wrong? 

How can it go wrong?

Has it gone wrong before?
What happens to bring the risk into being?
How serious would it be if the risk comes into being?
See Impact Table
See Likelihood Table

1



Service Disruption







Financial Loss







Reputation







Legal Implications







People




Likelihood
A





Impact
Likelihood



B





V = Catastrophic
A = Very High



C





IV = Critical
B = High



D





III = Significant
C = Significant



E





II = Marginal
D = Low



F





I = Negligible
E = Very Low




I
II
III
IV
V

F = Almost Impossible



Impact






Risk
Existing Control
Adequacy of Control
Action Required
Responsibility
Critical Success Factor
Key Dates
Review Date


As above
What controls exist now to minimise the risk?
What evidence is there that the existing controls are working?
What gaps have been identified? What can be done to reduce the likelihood of something going wrong or reduce the impact if something does go wrong?
Who is managing the risk?
How will you know that the action taken has worked?
Milestones












Enter Risk number in matrix (left) against the highest impact classification for the risk and the appropriate likelihood classification taken from the table above.
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